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DETAILED ACTION 

Applicant's amendment filed on 01/03/2011 is acknowledged. Claims 31 and 32 
have been amended. Claims 1-32 and 34 are presented for examination on the merits. 

Response to Arguments 

1 . In light of Applicants' amendment and remarks filed on 01/03/201 1 , the Examiner 
hereby withdraws the 35 U.S.C. §101 rejection to amended claims 31 and 32. 

2. Regarding claims 12, 14, 16, 18, 28, and 31 rejected under 35 U.S.C. § 102(e), 
applicant argues: 

"Applicant does not necessarily agree that Matsumoto discloses communicating 
both an original hash value and the electronic document to a recipient data processing 
apparatus. However, Applicant respectfully submits that Matsumoto does not at least 
disclose that the original hash value is communicated to a recipient data processing 
apparatus before a predetermined event and the electronic document is communicated 
to the recipient data processing apparatus after the predetermined event." 

The Examiner respectfully disagrees and submits that transmission of hash value 
takes place before the event of issuing a time stamp (See Fig. 3: compute a Hash 
Value-S7, Receive the time stamp-S9: Paragraph 0047: transmits a digest value (hash 
value) for a document to be time-stamped). 

Once the event of time stamping takes place, the electronic document is 
communicated to the receiving device for validation check (Abstract: transmitting the 
prepared document from the terminal device). 
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In other words, the communication of generated hash value takes precedence 
over the communication of the electronic document so the document can be digitally 
signed for validity check when it is sent to the receiving device (Paragraph 0008: a 
document to be time-stamped is sent to an time stamp issuing organization, and the 
time stamp issuing organization returns the time-stamped document with the time 
information and their electric signature thereon) 

Accordingly, the teachings in Matsumoto expressly indicates the event of time 
stamping before when the hash value is generated which, by implication, teaches that 
document is communicated after the time stamping event so the document can be 
verified for authenticity using digital signature created from the aforesaid hash value 
(Claim 3: comparing and verifying the computed digest value to a document digest 
value in the original tamp stamp information; Claim 4: transmitting an electronic 
certificate written in the electronic document and comparing and verifying the original 
time stamp information). 

Therefore, as best understood from the claim limitations as filed, even if the 
claimed language is not identical to that disclosed by the cited references, the 
differences between that which is disclosed and that which is claimed are considered to 
be so slight the claimed limitations could be used as an arbitrary design choice by 
modifying the teachinhs of Matsumoto for the suitability of an intended use, MPEP 
2144.07. 
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Accordingly, the claimed invention as a whole is anticipated by the reference of 
Matsumoto especially in the absence of sufficient, clear, and convincing evidence to the 
contrary. 

3. Regarding claims 1 -1 1 , 1 3, 1 5, 1 7, 1 9-27, 29-30, 32, and 34 are rejected under 

35 U.S.C. § 103(a), applicant argues: 

"the cited art does not disclose the combination of elements recited in Claim 1 . 
For example, the cited art does not disclose at least those features of Claim 1 2 
discussed above with regard to Matsumoto alone. In addition, Applicant respectfully 
submits that the cited art does not disclose generating "an original super hash value 
from the plurality of the original hash values." Applicant respectfully submits that in the 
cited art, a super has value is not generated from other hash values. Furthermore, 
Applicant respectfully submits that the cited art does not disclose communicating "the 
original super hash to the plurality of document distribution devices". 

The Examiner respectfully points out that reference of Carro has been introduced 
to address the claimed super hash value limitation. The assertion in Carro indicates that 
subset of hashes generates a summary hash value corresponding to the electronic 
document which, by implication, teaches that super hash value is being generated from 
the plurality of hash values (Col. 3 lines 60-61 : obtaining a hash value composed of a 
subset of hash; Claim 1 1 : data composed of an origin electronic signature and a 
plurality N of origin hash values corresponding to the files) while 

the reference of Matsumoto teaches the plurality of document distribution devices 
in document authentication using hash values (Paragraph 0045: first document 
preparation terminal device 30, and second document preparation terminal device 40 
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has a keying function for an electronic signature respectively wherein the time stamp 
verification server 13 has a signature verification secret key K.sub.v2) 

Therefore, as best understood from the claim limitations as filed, even if the 
claimed language is not identical to that disclosed by the cited references, the 
differences between that which is disclosed and that which is claimed are considered to 
be so slight (i.e. predictable variance, KSR, MPEP 2143) that it would have been 
obvious to the skilled artisan to modify the teachings of Matsumoto and Carro and use 
the claimed limitation as an arbitrary design choice to create the claimed invention. 

For reference purpose the Examiner is citing Kanai et al (US 7,143, 144 B2, Col. 
13 lines 61-67: A super hash value (hereinafter referred to as a SHV) 107 may then be 
generated at a time (T) from the hash value 1 06 and a SHV 1 05 (i.e., last super hash 
value) at a time (T-1 ), wherein (T) is an integer. The SHV 1 07, the hash value 1 03, time 
information, and a document ID of the electronic information (e.g. a file name) is 
included in the electronic certificate 109), 

in addition to Haber et al (Patent No 5,781 ,629, Col. 5 lines 42-48: the service 
bureau takes from R hash value a.sub.5 (FIG. 2B) of document F and combines (e.g., 
concatenates) that value with the hash value a.sub.6 of a second document which is the 
subject matter of a second request for certification. At step 14, the service bureau 
hashes the composite to create a new hash value linked to hash values a.sub.5 and 
a.sub.6 by a one-way hash function) and 

Downs et al. (US 6,22661 8 B1 , Col. 1 3 lines 64-66: a digest is calculated for 
each part and a summary digest is calculated for the concatenated part digests), 
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which clearly shows that aforementioned claimed limitations are well known in 
the art and it would have been obvious to the skilled artisan at time the invention was 
made to modify the teachings of Matsumoto and Carro and create the claimed 
invention. 

Accordingly, the claimed invention as a whole was at least prima facie obvious, 
especially in the absence of sufficient, clear, and convincing evidence to the contrary. 

4. The Examiner respectfully points out objection to claim 1 5 in previous office 
action is not addressed in the amendment filed on 01/03/201 1 . 



Claim Objections 

5. Claim 1 5 is objected to because of the following informalities: claim 1 5 recites 
limitations "the super hash value" lack antecedent basis in the claim. Appropriate 
correction is required. 

Claim Rejections - 35 USC § 102 

6. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

e) the invention was described in (1 ) an application for patent, published under section 1 22(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
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granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21 (2) 
of such treaty in the English language. 

7. Claims 12, 14, 16, 18, 28, and 31 are rejected under 35 U.S.C. 102(e) as 
being anticipated by Matsumoto et al. (US 2003/0159048 A1, hereinafter, 
Matsumoto). 

Regarding claim 12, Matsumoto discloses a document distribution device for 
distributing a document to a recipient data processing apparatus via a data 
communications network, the document distribution device comprising 

a data processing apparatus configured to process applications software for 
generating an electronic document (Paragraph 0066: document preparation software 
installed in a terminal device at a client site, and therefore time information for 
certification can easily and automatically be stamped on each document during 
preparation of the document), and 

generate an original hash value from the electronic document (Paragraph 0014: 
a digest value computing means for computing a digest value including a hash value as 
a unidirectional function value based on a read document); and 

a communication interface configured to communicate the original hash value to 
a recipient data processing apparatus before a predetermined event via a data 
communications network (Paragraph 0014: a transmitting means for correlating the 
digest value to an ID number of the client electronic document preparation terminal 
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device and transmitting the digest value and the ID number to the external organization 
device; Paragraph 0060: an offline verification may automatically be performed before 
online verification wherein a request for verification of the time stamps for the document 
digest value (TS-obj, H-doc), time information (TS-obj, T-fix), and the electronic 
signatures (TS-obj, SIG-2) is sent to the time stamp verification server 13 at the center), 
and 

after the predetermined event, to communicate the electronic document to the 
recipient data processing apparatus via the data communications network (Abstract: the 
document preparation terminal device 30 transmits the prepared document; Paragraph 
0014: based on the configuration where a digest value generated based on an 
electronic document prepared by a client electronic document preparation terminal 
device with electronic document preparation software incorporated therein is transmitted 
to an external organization device and the external organization device assigns the time 
of receipt and an electronic signature to the digest value and returns it to the client). 

Regarding claim 14, Matsumoto discloses the document distribution device as 
claimed in claim 12, wherein the data processing apparatus is configured to encrypt the 
original hash value using a private key associated with the document distribution device 
(Paragraph 0048: hash value is a value computed through a hash function which is a 
unidirectional function wherein the hash function used for encryption; Paragraph 0039: 
Secret key for generation of a signature). 
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Regarding claim 16, Matsumoto discloses the document distribution device as 
claimed in claim 12, wherein the data processing apparatus is configured to encrypt the 
electronic file containing the document produced by the applications software using the 
private key associated with the document distribution device prior to being 
communicated to the recipient data processing apparatus (Paragraph 0048: hash value 
is a value computed through a hash function which is a unidirectional function wherein 
the hash function used for encryption; Paragraph 0039: Secret key for generation of a 
signature). 

Regarding claim 18, Matsumoto discloses the document distribution device as 
claimed in claim 12, wherein the applications software provides an on-line web browser, 
wherein the document is generated from the on-line browser, and wherein the data 
communications network includes at least one of an intranet and the Internet 
(Matsumoto Paragraph 0044: The time stamp processing center 10 and the electronic 
document preparing organization 20 are connected through a communication network 
50 such as the Internet to each other so that communications can be performed 
therebetween) . 

Regarding claim 28, Matsumoto discloses a method for distributing documents 
to a recipient data processing device via a data communications network, the method 
comprising: 

generating an electronic document (Paragraph 0066: document preparation 
software installed in a terminal device at a client site, and therefore time information for 
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certification can easily and automatically be stamped on each document during 
preparation of the document); 

generating an original hash value from the electronic document (Paragraph 0014: 
a digest value computing means for computing a digest value including a hash value as 
a unidirectional function value based on a read document); and 

communicating the original hash value to a recipient data processing apparatus 
before a predetermined event via a data communications network (Paragraph 0014: a 
transmitting means for correlating the digest value to an ID number of the client 
electronic document preparation terminal device and transmitting the digest value and 
the ID number to the external organization device; Paragraph 0060: an offline 
verification may automatically be performed before online verification wherein a request 
for verification of the time stamps for the document digest value (TS-obj, H-doc), time 
information (TS-obj, T-fix), and the electronic signatures (TS-obj, SIG-2) is sent to the 
time stamp verification server 13 at the center), and, 

after the predetermined event, communicating the electronic document to the 
recipient data processing apparatus via the data communications network (Abstract: the 
document preparation terminal device 30 transmits the prepared document; Paragraph 
0014: based on the configuration where a digest value generated based on an 
electronic document prepared by a client electronic document preparation terminal 
device with electronic document preparation software incorporated therein is transmitted 
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to an external organization device and the external organization device assigns the time 
of receipt and an electronic signature to the digest value and returns it to the client). 

Regarding claim 31, Matsumoto discloses a non-transitory computer readable 
medium having a program for executing a method of distributing documents to a 
recipient data processing device via a data communications network, the method 
comprising 

generating an electronic document (Paragraph 0066: document preparation 
software installed in a terminal device at a client site, and therefore time information for 
certification can easily and automatically be stamped on each document during 
preparation of the document); 

generating an original hash value from the electronic document (Paragraph 0014: 
a digest value computing means for computing a digest value including a hash value as 
a unidirectional function value based on a read document); and 

communicating the original hash value to a recipient data processing apparatus 
before a predetermined event via a data communications network (Paragraph 0014: a 
transmitting means for correlating the digest value to an ID number of the client 
electronic document preparation terminal device and transmitting the digest value and 
the ID number to the external organization device; Paragraph 0060: an offline 
verification may automatically be performed before online verification wherein a request 
for verification of the time stamps for the document digest value (TS-obj, H-doc), time 
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information (TS-obj, T-fix), and the electronic signatures (TS-obj, SIG-2) is sent to the 
time stamp verification server 13 at the center), and, 

after the predetermined event, communicating the electronic document to the 
recipient data processing apparatus via the data communications network (Abstract: the 
document preparation terminal device 30 transmits the prepared document; Paragraph 
0014: based on the configuration where a digest value generated based on an 
electronic document prepared by a client electronic document preparation terminal 
device with electronic document preparation software incorporated therein is transmitted 
to an external organization device and the external organization device assigns the time 
of receipt and an electronic signature to the digest value and returns it to the client). 

Claim Rejections - 35 USC §103 

8. The following is a quotation of 35 U.S. C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

9. The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1 , 148 
USPQ 459 (1966), that are applied for establishing a background for determining 
obviousness under 35 U.S.C. 103(a) are summarized as follows: 

1 . Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at issue. 
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3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating 
obviousness or nonobviousness. 

1 0. Claims 1 -9,1 1 ,1 9-23, 25-27, 29-30, 32 and 34 are rejected under 35 U.S.C. 
103(a) as being unpatentable over Matsumoto et al. (US 2003/0159048 A1, 
hereinafter, Matsumoto) in view of Carro (Patent No. US 7,117,367 B2). 

Regarding claim 1, Matsumoto discloses a data processing system for 
distributing and authenticating documents from a plurality of parties to a recipient data 
processing apparatus, the system comprising 

a plurality of document distribution devices each configured to generate an 
original hash value from the content of an electronic file containing a document to be 
distributed (Paragraph 0014: transmitting the digest value including a hash value and 
the ID number to the external organization device); and 

a data communications network configured to communicate each of the original 
hash values to the recipient data processing apparatus before a predetermined event 
(Paragraph 0047: The electronic document preparing organization 20 fetches time data 
from the center each time a time stamp processing request is generated, and transmits 
a digest value ( hash value)for a document to be time-stamped to the center each time 
the time stamp processing is performed, while the center assigns time data and an 
electronic signature to the digest value and returns the digest value to the organization 
20), 
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the recipient data processing apparatus configured to (Paragraph 0014: a 
receiving means for receiving an electronic certificate transmitted thereto from the 
external organization device with the term of receipt and the electronic signature 
assigned to the digest value received by the external organization device as well as to 
the ID number of the client electronic document preparation terminal device): 

receive the original hash values from each of the plurality of document 
distribution devices via the data communication network (Paragraph 0014: receiving 
means for receiving an electronic certificate transmitted thereto from the external 
organization device with the term of receipt and the electronic signature assigned to the 
digest value received by the external organization device as well as to the ID number of 
the client electronic document preparation terminal device);, 

generate an original [super hash value] from the plurality of the original hash 
values received (Paragraph 0055: a hash value is computed for the portion "A" which is 
equivalent to a portion of the document to be time-stamped excluding the TS-object 
therefrom (a result of computing is H), and 

communicate the original super hash to the plurality of document distribution 
devices (Paragraph 0044: a first document preparation terminal device 30 (client A) and 
a second document preparation terminal device 40 (client B) are connected through a 
communication network 50 to center), 

wherein after the predetermined event, the plurality of document distribution 
devices are configured to (Paragraph 0054: generation of a time stamp in the first 
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document preparation terminal device 30 as a client site, and in step S5, determination 
is made as to whether the license is correct or not, and also as to whether the term of 
validity (T-BND) is within the specified term based on the system time or not) 

communicate each of the respective electronic files to the recipient data 
processing apparatus (Abstract: the document preparation terminal device 30 transmits 
the prepared document), 

wherein the recipient data processing apparatus is further configured to: 

generate a comparative hash value from the content of the electronic file 
containing the document received from each of the document distribution devices 
(Paragraph 0059: comparison and verification of the hash value for the original time 
stamp information to the decoded value for the electronic signature (SIG-2)) is 
performed; Fig. 5), 

generate a [comparative super hash value] from each of the comparative hash 
values (Paragraph 0050: The time stamp authenticity verifying section (for issuing 
inquiries to the center) has a function to compute a hash value for a document with a 
time stamp buried therein, a function to send and receive time stamp information 
verification requests and the results to and from the center, and a function to display a 
result of the verification). 

communicate the comparative super hash value to each of the document 
distribution devices (Claim 5: the external organization to generate information enabling 
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comparison and verification thereof to the electronic document to be verified at the client 
terminal device, and returning the generated information to the client device), and 

determine whether or not the documents received by the recipient data 
processing apparatus have changed from a comparison of at least one of the original 
hash values and the comparative hash values, and the comparative super hash value 
and the original super hash value (Paragraph 0057: comparison and verification of the 
decoded value for the electronic signature (SIG-1 ) to the hash value for the original time 
stamp) is performed, and when it is determined that the hash value for the original time 
stamp information is the same as the decoded value for the electronic signature, it is 
displayed in step S18 that a result of the verification has not been changed after the 
time stamp was issued). 

Matsumoto does not explicitly discloses but Carro from the same or similar fields 
of endeavor teaches a super hash value and a comparative super hash value that are 
generated from a plurality of hash values (Col. 3 lines 46-61 : authenticating a text 
document with links to a plurality of files by modifying at least a selected attribute of 
invisible characters on a plurality of inter-word intervals of the text document, this 
method comprising the steps of: a) computing a one-way hash function of each file in 
order to obtain a hash value composed of a subset of hash digits for each one; Col 8 
lines 27-29: computing a one-way hash function of each file of the plurality of files to 
obtain a hash value composed of a subset of hash digits for each file) wherein 
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the hash values are compared to verify the authenticity and integrity of the 
document (Col. 10 lines 41-46: computing a one-way hash function of each of the files 
in order to obtain a new hash value for each one; and means for comparing the new 
hash value to an origin hash value for each file n of the N files with n being 1 to N in 
order to authenticate a file n). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention to use a super hash value and a comparative super hash value for 
authenticating document as taught by Carro in the teachings of Matsumoto for the 
advantage of authenticating a text document and the files linked thereto so that the 
integrity of the document and that all linked files could be checked individually, while 
preventing the integrity information from being separated or lost thus destroying the 
integrity of the document and the linked files (Col. 3 lines 46-53). 

Regarding claim 2, the combination of Matsumoto and Carro discloses the 
data processing system according to claim 1 , wherein the recipient data processing 
apparatus is configured to identify a document which has changed by comparing each 
original hash value with the corresponding comparative hash value, and, if the 
comparative hash value is not the same as the original hash value, to determine that the 
corresponding document has changed (Matsumoto, Paragraph 0058: when it is 
determined in step S1 7 that the hash value for the original time stamp information is not 
the same as the decoded value for the electronic signature (SIG-1), the system control 
shifts to step S19, and the second document preparation terminal device 40 displays 
that the result of verification has changed after the time stamp was issued). 
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Regarding claim 3, the combination of Matsumoto and Carro discloses the data 
processing system according to claim 1 , wherein the original hash value generated by a 
document distribution device is encrypted using a private key associated with the 
document distribution device (Matsumoto, Paragraph 0040-0041 : Secret and public key 
for generation of a signature) 

Regarding claim 4, the combination of Matsumoto and Carro discloses the data 
processing system according to claim 2, wherein the super hash value to be 
communicated to the document distribution devices is encrypted using a private key 
associated with the recipient data processing apparatus (Matsumoto, Paragraph 0048: 
hash value is a value computed through a hash function which is a unidirectional 
function wherein the hash function used for encryption; Paragraph 0039: Secret key for 
generation of a signature); 

Regarding claim 5, the combination of Matsumoto and Carro discloses the data 
processing system according to claim 1 , wherein the electronic file containing the 
document to be distributed is encrypted using a public key associated with the recipient 
data processing apparatus prior to being communicated to the recipient data processing 
apparatus (Paragraph 0057: When it is determined that the hash value is the same as 
(H-now), the public key-signed information encoded by the operation of the signature 
verification public key (K.sub.vl) for the second document preparation terminal device 
40 is decoded, and based on this decoded public key-signed information, comparison 
and verification to the original time stamp information (T-fix, H-doc, and TSS-ID) (more 



Application/Control Number: 1 0/553,067 Page 1 9 

Art Unit: 2438 

specifically, comparison and verification of the decoded value for the electronic 
signature (SIG-1 ) to the hash value for the original time stamp) is performed). 

Regarding claim 6, the combination of Matsumoto and Carro discloses the data 
processing system according to claim 1 , wherein the predetermined event includes 
expiration of a time limit on a particular date (Matsumoto, Paragraph 0056: the received 
time information (T-fix) is checked against the term of validity (T-END) to determine 
whether the term or validity has been expired or not). 

Regarding claim 7, the combination of Matsumoto and Carro discloses the data 
processing system as claimed in claim 1 , wherein the electronic file is created by an 
application program (Matsumoto, Paragraph 0066: document preparation software 
installed in a terminal device at a client site, and therefore time information for 
certification can easily and automatically be stamped on each document during 
preparation of the document). 

Regarding claim 8, the combination of Matsumoto and Carro discloses the data 
processing system as claimed in claim 7, wherein the electronic file is communicated as 
part of an e-mail (Matsumoto, Paragraph 0007-0008: attach the receipt with the 
document in electronic communication). 

Regarding claim 9, the combination of Matsumoto and Carro discloses the data 
processing system as claimed in claim 7, wherein the electronic file is communicated on 
a portable data storage medium to the recipient data processing device via a postal 
service (Matsumoto, Paragraph 0007: author stores the receipt so that the author can 
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show the receipt to a person requiring certification of the document; Paragraph 0015: A 
computer-readable program medium for time-stamping electronic documents has a 
program recorded therein). 

Regarding claim 11, the combination of Matsumoto and Carro discloses the 
data processing system as claimed in claim 7, wherein the document is generated from 
an on-line browser, and wherein the data communications network includes one of an 
intranet and the Internet (Matsumoto Paragraph 0044: The time stamp processing 
center 10 and the electronic document preparing organization 20 are connected through 
a communication network 50 such as the Internet to each other so that communications 
can be performed therebetween). 

Regarding claim 19, Matsumoto discloses a recipient data processing device 
configured to authenticate documents received from one or more document distribution 
devices via a data communications network, the recipient data processing device 
comprising; 

a communications interface configured to receive a plurality of original hash 
values from the document distribution devices via the data communication network 
before a predetermined event (Paragraph 0014: a transmitting means for correlating the 
digest value to an ID number of the client electronic document preparation terminal 
device and transmitting the digest value and the ID number to the external organization 
device; Paragraph 0060: an offline verification may automatically be performed before 
online verification wherein a request for verification of the time stamps for the document 
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digest value (TS-obj, H-doc), time information (TS-obj, T-fix), and the electronic 
signatures (TS-obj, SIG-2) is sent to the time stamp verification server 13 at the center); 
and 

a data processing apparatus comprising a hashing processor configured to 
generate an original [super hash value] from the plurality of the received original hash 
values (Paragraph 0055: a hash value is computed for the portion "A" which is 
equivalent to a portion of the document to be time-stamped excluding the TS-object 
therefrom (a result of computing is H), and 

communicate the original super hash value to each of the document distribution 
devices, wherein the data processing apparatus is configured to operate in combination 
with the communications interface to receive, after the predetermined event, respective 
electronic files from the document distribution devices (Paragraph 0014: based on the 
configuration where a digest value generated based on an electronic document 
prepared by a client electronic document preparation terminal device with electronic 
document preparation software incorporated therein is transmitted to an external 
organization device and the external organization device assigns the time of receipt and 
an electronic signature to the digest value and returns it to the client), 

generate a comparative hash value from the content of the electronic file 
containing the document received from each of the distribution devices (Paragraph 
0059: comparison and verification of the hash value for the original time stamp 



Application/Control Number: 1 0/553,067 Page 22 

Art Unit: 2438 

information to the decoded value for the electronic signature (SIG-2)) is performed; Fig. 

5), 

generate, using the hashing processor a [comparative super hash value] from 
each of the comparative hash values, communicate the comparative super hash value 
to the document distribution devices (Paragraph 0050: The time stamp authenticity 
verifying section (for issuing inquiries to the center) has a function to compute a hash 
value for a document with a time stamp buried therein, a function to send and receive 
time stamp information verification requests and the results to and from the center, and 
a function to display a result of the verification), and 

determine whether or not the documents received by the recipient data 
processing apparatus have changed based a comparison of at least one of the original 
hash values and the comparative hash values, and the comparative super hash value 
and the original super hash value (Paragraph 0057: comparison and verification of the 
decoded value for the electronic signature (SIG-1 ) to the hash value for the original time 
stamp) is performed, and when it is determined that the hash value for the original time 
stamp information is the same as the decoded value for the electronic signature, it is 
displayed in step S18 that a result of the verification has not been changed after the 
time stamp was issued). 

Matsumoto does not explicitly discloses but Carro from the same or similar fields 
of endeavor teaches a super hash value and a comparative super hash value that are 
generated from a plurality of hash values (Col. 3 lines 46-61 : authenticating a text 
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document with links to a plurality of files by modifying at least a selected attribute of 
invisible characters on a plurality of inter-word intervals of the text document, this 
method comprising the steps of: a) computing a one-way hash function of each file in 
order to obtain a hash value composed of a subset of hash digits for each one; Col 8 
lines 27-29: computing a one-way hash function of each file of the plurality of files to 
obtain a hash value composed of a subset of hash digits for each file) wherein 

the hash values are compared to verify the authenticity and integrity of the 
document (Col. 10 lines 41-46: computing a one-way hash function of each of the files 
in order to obtain a new hash value for each one; and means for comparing the new 
hash value to an origin hash value for each file n of the N files with n being 1 to N in 
order to authenticate a file n). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention to use a super hash value and a comparative super hash value for 
authenticating document as taught by Carro in the teachings of Matsumoto for the 
advantage of efficiently securing and verifying the authenticity of a plurality of data files, 
such as data files intended to be transferred over computer networks wherein digital 
signature of the group of files is verified, and check-values in the signature file are 
compared with the corresponding values computed from the data files (Col. 3 lines 1 1 - 
22). 

Regarding claim 20, the combination of Matsumoto and Carro discloses the 
recipient data processing apparatus as claimed in claim 19, wherein the data 
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processing apparatus is configured to identify a document which has changed by 
comparing each original hash value with the corresponding comparative hash value, 
and if the comparative hash value is not the same as the original hash value, determine 
that the corresponding document has changed (Matsumoto, Paragraph 0058: when it is 
determined in step S1 7 that the hash value for the original time stamp information is not 
the same as the decoded value for the electronic signature (SIG-1), the system control 
shifts to step S19, and the second document preparation terminal device 40 displays 
that the result of verification has changed after the time stamp was issued). 

Regarding claim 21, the combination of Matsumoto and Carro discloses the 
recipient data processing apparatus as claimed in claim 19, wherein the original hash 
values received from the document distribution devices are encrypted using a private 
key associated with each document distribution device, (Matsumoto, Paragraph 0040- 
0041 : Secret and public key for generation of a signature)and wherein 

the recipient data processing apparatus comprises an encryption processor 
configured to decrypt the original hash values using a public key associated with the 
document distribution device (Matsumoto, Paragraph 0057: : the public key-signed 
information encoded by the operation of the signature verification public key (K.sub.vl) 
for the second document preparation terminal device 40 is decoded, and based on this 
decoded public key-signed information, comparison and verification to the original time 
stamp information (T-fix, H-doc, and TSS-ID) (more specifically, comparison and 
verification of the decoded value for the electronic signature (SIG-1) to the hash value 
for the original time stamp) is performed). 
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Regarding claim 22, the combination of Matsumoto and Carro discloses the 
recipient data processing apparatus according to claim 21 , wherein the encryption 
processor is configured to encrypt the original super hash value and the comparative 
super hash to be communicated to the document distribution devices in encrypted form 
(Matsumoto, Paragraph 0048: hash value is a value computed through a hash function 
which is a unidirectional function wherein the hash function used for encryption; 
Paragraph 0039: Secret key for generation of a signature; Claim 3: comparing and 
verifying the original time stamp information according to the decode public key-signed 
information by operating the public key for electronic signature verification at the client 
terminal device). 

Regarding claim 23, the combination of Matsumoto and Carro discloses the 
recipient data processing apparatus according to claim 19, wherein the encryption 
processor is configured to decrypt the electronic file representing the distributed 
document using a public key associated with the document distribution devices 
(Matsumoto, Paragraph 0057: : the public key-signed information encoded by the 
operation of the signature verification public key (K.sub.vl) for the second document 
preparation terminal device 40 is decoded, and based on this decoded public key- 
signed information, comparison and verification to the original time stamp information 
(T-fix, H-doc, and TSS-ID) (more specifically, comparison and verification of the 
decoded value for the electronic signature (SIG-1 ) to the hash value for the original time 
stamp) is performed). 
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Regarding claim 25, the combination of Matsumoto and Carro discloses the 
recipient data processing apparatus as claimed in claim 19, wherein the 
communications interface includes an on-line browser facility for generating the 
document, and wherein the data communications network includes one of an intranet 
and the Internet (Matsumoto Paragraph 0044: The time stamp processing center 10 and 
the electronic document preparing organization 20 are connected through a 
communication network 50 such as the Internet to each other so that communications 
can be performed therebetween). 

Regarding claim 26, Matsumoto discloses a computer-implemented method for 
distributing documents from a plurality of parties to a recipient data processing 
apparatus, the method comprising: 

generating, for each of the plurality of parties, an original hash value from the 
content of an electronic file representing a document to be distributed (Paragraph 0047: 
transmits a digest value (hash value)for a document to be time-stamped to the center 
each time the time stamp processing is performed); 

communicating the original hash value to the recipient data processing apparatus 
before a predetermined event via a data communications network (Paragraph 0060: an 
offline verification may automatically be performed before online verification wherein a 
request for verification of the time stamps for the document digest value (TS-obj, H- 
doc), time information (TS-obj, T-fix), and the electronic signatures (TS-obj, SIG-2) is 
sent to the time stamp verification server 13 at the center); 
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generating, at the recipient data processing apparatus, an original [super hash 
value] from the plurality of the original hash values received (Paragraph 0055: a hash 
value is computed for the portion "A" which is equivalent to a portion of the document to 
be time-stamped excluding the TS-object therefrom (a result of computing is H); 

communicating the original super hash to the plurality of document distribution 
devices; and, after the predetermined event (Paragraph 0047: the center assigns time 
data and an electronic signature to the digest value and returns the digest value to the 
organization 20), 

communicating, from the plurality of document distribution devices, each of the 
respective electronic files to the recipient data processing apparatus (Abstract: the 
document preparation terminal device 30 transmits the prepared document); 

generating, at the recipient data processing apparatus, a comparative hash value 
from the content of the electronic file containing the document received from each of the 
distribution devices (Paragraph 0059: comparison and verification of the hash value for 
the original time stamp information to the decoded value for the electronic signature 
(SIG-2)) is performed; Fig. 5),; 

generating [a comparative super hash value] from each of the comparative hash 
values (Paragraph 0050: The time stamp authenticity verifying section (for issuing 
inquiries to the center) has a function to compute a hash value for a document with a 
time stamp buried therein, a function to send and receive time stamp information 
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verification requests and the results to and from the center, and a function to display a 
result of the verification); and 

determining whether or not the documents received by the recipient data 
processing apparatus have changed based on a comparison of at least one of the 
original hash values and the comparative hash values, and the comparative super hash 
value and the original super hash value (Paragraph 0057: comparison and verification 
of the decoded value for the electronic signature (SIG-1 ) to the hash value for the 
original time stamp) is performed, and when it is determined that the hash value for the 
original time stamp information is the same as the decoded value for the electronic 
signature, it is displayed in step S18 that a result of the verification has not been 
changed after the time stamp was issued). 

Matsumoto does not explicitly discloses but Carro from the same or similar fields 
of endeavor teaches a super hash value and a comparative super hash value that are 
generated from a plurality of hash values (Col. 3 lines 46-61 : authenticating a text 
document with links to a plurality of files by modifying at least a selected attribute of 
invisible characters on a plurality of inter-word intervals of the text document, this 
method comprising the steps of: a) computing a one-way hash function of each file in 
order to obtain a hash value composed of a subset of hash digits for each one; Col 8 
lines 27-29: computing a one-way hash function of each file of the plurality of files to 
obtain a hash value composed of a subset of hash digits for each file) wherein 
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the hash values are compared to verify the authenticity and integrity of the 
document (Col. 10 lines 41-46: computing a one-way hash function of each of the files 
in order to obtain a new hash value for each one; and means for comparing the new 
hash value to an origin hash value for each file n of the N files with n being 1 to N in 
order to authenticate a file n). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention to use a super hash value and a comparative super hash value for 
authenticating document as taught by Carro in the teachings of Matsumoto for the 
advantage of authenticating a text document and the files linked thereto so that the 
integrity of the document and that all linked files could be checked individually, while 
preventing the integrity information from being separated or lost thus destroying the 
integrity of the document and the linked files (Col. 3 lines 46-53). 

Regarding claim 27, the combination of Matsumoto and Carro discloses the 
data processing method according to claim 26, further comprising: identifying a 
document which has changed by comparing each original hash value with the 
corresponding comparative hash value, and if the comparative hash value is not the 
same as the original hash value, determining that the corresponding document has 
changed (Matsumoto, Paragraph 0058: when it is determined in step S17 that the hash 
value for the original time stamp information is not the same as the decoded value for 
the electronic signature (SIG-1), the system control shifts to step S19, and the second 
document preparation terminal device 40 displays that the result of verification has 
changed after the time stamp was issued). 
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Regarding claim 29, the combination of Matsumoto and Carro discloses the 
method as claimed in claim 27, further comprising: receiving from the recipient data 
processing apparatus, an original super-hash value generated by the recipient data 
processing apparatus from a combination of the original hash value communicated by 
the data processing apparatus and a hash value generated by at least one other 
document distribution device (Paragraph 0014: receiving means for receiving an 
electronic certificate transmitted thereto from the external organization device with the 
term of receipt and the electronic signature assigned to the digest value received by the 
external organization device as well as to the ID number of the client electronic 
document preparation terminal device); and 

receiving a comparative super hash value generated by the recipient data 
processing apparatus from the electronic document received from the document 
distribution apparatus and at least one other electronic document received from the at 
least one other document distribution device (Paragraph 0059: comparison and 
verification of the hash value for the original time stamp information to the decoded 
value for the electronic signature (SIG-2)) is performed; Fig. 5). 

Regarding claim 30, Matsumoto discloses a method of authenticating 
documents received from a plurality of document distribution devices via a data 
communications network, the method comprising: 

receiving a plurality of original hash values from the document distribution 
devices, before a predetermined events via the data communication network 
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(Paragraph 0014: a transmitting means for correlating the digest value to an ID number 
of the client electronic document preparation terminal device and transmitting the digest 
value and the ID number to the external organization device; Paragraph 0060: an offline 
verification may automatically be performed before online verification wherein a request 
for verification of the time stamps for the document digest value (TS-obj, H-doc), time 
information (TS-obj, T-fix), and the electronic signatures (TS-obj, SIG-2) is sent to the 
time stamp verification server 13 at the center); 

generating an original [super hash value] from the plurality of the original hash 
values received (Paragraph 0055: a hash value is computed for the portion "A" which is 
equivalent to a portion of the document to be time-stamped excluding the TS-object 
therefrom (a result of computing is H); 

communicating the original super hash value to each of the document distribution 
devices; receiving, after the predetermined event, respective electronic files from 
document distribution devices (Paragraph 0014: based on the configuration where a 
digest value generated based on an electronic document prepared by a client electronic 
document preparation terminal device with electronic document preparation software 
incorporated therein is transmitted to an external organization device and the external 
organization device assigns the time of receipt and an electronic signature to the digest 
value and returns it to the client); 

generating a comparative hash value from the content of the electronic file 
containing the document received from each of the distribution devices (Paragraph 
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0059: comparison and verification of the hash value for the original time stamp 
information to the decoded value for the electronic signature (SIG-2)) is performed; Fig. 
5); 

generating a [comparative super hash value] from each of the comparative hash 
values; 

communicating the comparative super hash value to the document distribution 
devices (Paragraph 0050: The time stamp authenticity verifying section (for issuing 
inquiries to the center) has a function to compute a hash value for a document with a 
time stamp buried therein, a function to send and receive time stamp information 
verification requests and the results to and from the center, and a function to display a 
result of the verification); and 

determining whether or not the documents received by the recipient data 
processing apparatus have changed based on a comparison of at least one of the 
original hash values, and the comparative hash value and the comparative super hash 
value and the original super hash value (Paragraph 0057: comparison and verification 
of the decoded value for the electronic signature (SIG-1 ) to the hash value for the 
original time stamp) is performed, and when it is determined that the hash value for the 
original time stamp information is the same as the decoded value for the electronic 
signature, it is displayed in step S18 that a result of the verification has not been 
changed after the time stamp was issued). 

Matsumoto does not explicitly discloses but Carro from the same or similar fields 
of endeavor teaches a super hash value and a comparative super hash value that are 
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generated from a plurality of hash values (Col. 3 lines 46-61 : authenticating a text 
document with links to a plurality of files by modifying at least a selected attribute of 
invisible characters on a plurality of inter-word intervals of the text document, this 
method comprising the steps of: a) computing a one-way hash function of each file in 
order to obtain a hash value composed of a subset of hash digits for each one; Col 8 
lines 27-29: computing a one-way hash function of each file of the plurality of files to 
obtain a hash value composed of a subset of hash digits for each file) wherein 

the hash values are compared to verify the authenticity and integrity of the 
document (Col. 10 lines 41-46: computing a one-way hash function of each of the files 
in order to obtain a new hash value for each one; and means for comparing the new 
hash value to an origin hash value for each file n of the N files with n being 1 to N in 
order to authenticate a file n). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention to use a super hash value and a comparative super hash value for 
authenticating document as taught by Carro in the teachings of Matsumoto for the 
advantage of authenticating a text document and the files linked thereto so that the 
integrity of the document and that all linked files could be checked individually, while 
preventing the integrity information from being separated or lost thus destroying the 
integrity of the document and the linked files. 

Regarding claim 32, Matsumoto discloses a non-transitory computer readable 
medium having a program for executing a method of authenticating documents received 
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from a plurality of document distribution devices via a data communications network, the 
method comprising: 

receiving a plurality of original hash values from the document distribution 
devices, before a predetermined event, via the data communication network (Paragraph 
0047: transmits a digest value (hash value) for a document to be time-stamped to the 
center each time the time stamp processing is performed); 

generating an original [super hash value] from the plurality of the original hash 
values received Paragraph 0055: a hash value is computed for the portion "A" which is 
equivalent to a portion of the document to be time-stamped excluding the TS-object 
therefrom (a result of computing is H); 

communicating the original super hash value to each of the document distribution 
devices (Paragraph 0047: the center assigns time data and an electronic signature to 
the digest value and returns the digest value to the organization 20); 

receiving, after the predetermined event, respective electronic files from 
document distribution devices (Abstract: the document preparation terminal device 30 
transmits the prepared document); 

generating a comparative hash value from the content of the electronic file 
containing the document received from each of the distribution devices (Paragraph 
0059: comparison and verification of the hash value for the original time stamp 
information to the decoded value for the electronic signature (SIG-2)) is performed; Fig. 
5); 
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generating a [comparative super hash value] from each of the comparative hash 
values Paragraph 0050: The time stamp authenticity verifying section (for issuing 
inquiries to the center) has a function to compute a hash value for a document with a 
time stamp buried therein, a function to send and receive time stamp information 
verification requests and the results to and from the center, and a function to display a 
result of the verification); 

communicating the comparative super hash value to the document distribution 
devices (Paragraph 0047: The electronic document preparing organization 20 fetches 
time data from the center each time a time stamp processing request is generated, and 
transmits a digest value ( hash value)for a document to be time-stamped to the center 
each time the time stamp processing is performed, while the center assigns time data 
and an electronic signature to the digest value and returns the digest value to the 
organization 20); and 

determining whether or not the documents received by the recipient data 
processing apparatus have changed based on a comparison of at least one of the 
original hash values, and the comparative hash value and the comparative super hash 
value and the original super hash value (Paragraph 0057: comparison and verification 
of the decoded value for the electronic signature (SIG-1 ) to the hash value for the 
original time stamp) is performed, and when it is determined that the hash value for the 
original time stamp information is the same as the decoded value for the electronic 
signature, it is displayed in step S1 8 that a result of the verification has not been 
changed after the time stamp was issued). 
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Matsumoto does not explicitly discloses but Carro from the same or similar fields 
of endeavor teaches a super hash value and a comparative super hash value that are 
generated from a plurality of hash values (Col. 3 lines 46-61 : authenticating a text 
document with links to a plurality of files by modifying at least a selected attribute of 
invisible characters on a plurality of inter-word intervals of the text document, this 
method comprising the steps of: a) computing a one-way hash function of each file in 
order to obtain a hash value composed of a subset of hash digits for each one; Col 8 
lines 27-29: computing a one-way hash function of each file of the plurality of files to 
obtain a hash value composed of a subset of hash digits for each file) wherein 

the hash values are compared to verify the authenticity and integrity of the 
document (Col. 10 lines 41-46: computing a one-way hash function of each of the files 
in order to obtain a new hash value for each one; and means for comparing the new 
hash value to an origin hash value for each file n of the N files with n being 1 to N in 
order to authenticate a file n). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention to use a super hash value and a comparative super hash value for 
authenticating document as taught by Carro in the teachings of Matsumoto for the 
advantage of authenticating a text document and the files linked thereto so that the 
integrity of the document and that all linked files could be checked individually, while 
preventing the integrity information from being separated or lost thus destroying the 
integrity of the document and the linked files (Col. 3 lines 46-53). 
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Regarding claim 34, Matsumoto discloses a data processing apparatus for 
distributing documents from a plurality of parties to a recipient data processing 
apparatus, the apparatus comprising: 

means for generating, for each of the plurality of parties, an original hash value 
from the content of an electronic file representing a document to be distributed 
(Paragraph 0014: a transmitting means for correlating the digest value to an ID number 
of the client electronic document preparation terminal device and transmitting the digest 
value and the ID number to the external organization device; Fig. 1); 

means for communicating the original hash value to the recipient data processing 
apparatus, before a predetermined event, via a data communications network 
(Paragraph 0060: an offline verification may automatically be performed before online 
verification wherein a request for verification of the time stamps for the document digest 
value (TS-obj, H-doc), time information (TS-obj, T-fix), and the electronic signatures 
(TS-obj, SIG-2) is sent to the time stamp verification server 13 at the center); 

means for generating, at the recipient data processing apparatus, an original 
[super hash value] from the plurality of the original hash values received values 
(Paragraph 0055: a hash value is computed for the portion "A" which is equivalent to a 
portion of the document to be time-stamped excluding the TS-object therefrom (a result 
of computing is H); 

means for communicating the original super hash to the plurality of document 
distribution devices; means for communicating, after the predetermined event, from the 
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plurality of document distribution devices, each of the respective electronic files to the 
recipient data processing apparatus (Paragraph 0014: based on the configuration where 
a digest value generated based on an electronic document prepared by a client 
electronic document preparation terminal device with electronic document preparation 
software incorporated therein is transmitted to an external organization device and the 
external organization device assigns the time of receipt and an electronic signature to 
the digest value and returns it to the client); 

means for generating, after the predetermined event, at the recipient data 
processing apparatus, a comparative hash value from the content of the electronic file 
containing the document received from each of the distribution devices (Paragraph 
0059: comparison and verification of the hash value for the original time stamp 
information to the decoded value for the electronic signature (SIG-2)) is performed; Fig. 
5); 

means for generating, after the predetermined event, a comparative [super hash 
value] from each of the comparative hash values (Paragraph 0050: The time stamp 
authenticity verifying section (for issuing inquiries to the center) has a function to 
compute a hash value for a document with a time stamp buried therein, a function to 
send and receive time stamp information verification requests and the results to and 
from the center, and a function to display a result of the verification); and 

means for determining whether or not the documents received by the recipient 
data processing apparatus have changed based on a comparison of at least one of the 
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original hash values and the comparative hash values, and the comparative super hash 
value and the original super hash value (Paragraph 0057: comparison and verification 
of the decoded value for the electronic signature (SIG-1 ) to the hash value for the 
original time stamp) is performed, and when it is determined that the hash value for the 
original time stamp information is the same as the decoded value for the electronic 
signature, it is displayed in step S18 that a result of the verification has not been 
changed after the time stamp was issued). 

Matsumoto does not explicitly discloses but Carro from the same or similar fields 
of endeavor teaches a super hash value and a comparative super hash value that are 
generated from a plurality of hash values (Col. 3 lines 46-61 : authenticating a text 
document with links to a plurality of files by modifying at least a selected attribute of 
invisible characters on a plurality of inter-word intervals of the text document, this 
method comprising the steps of: a) computing a one-way hash function of each file in 
order to obtain a hash value composed of a subset of hash digits for each one; Col 8 
lines 27-29: computing a one-way hash function of each file of the plurality of files to 
obtain a hash value composed of a subset of hash digits for each file) wherein 

the hash values are compared to verify the authenticity and integrity of the 
document (Col. 10 lines 41-46: computing a one-way hash function of each of the files 
in order to obtain a new hash value for each one; and means for comparing the new 
hash value to an origin hash value for each file n of the N files with n being 1 to N in 
order to authenticate a file n). 
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Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention to use a super hash value and a comparative super hash value for 
authenticating document as taught by Carro in the teachings of Matsumoto for the 
advantage of efficiently securing and verifying the authenticity of a plurality of data files, 
such as data files intended to be transferred over computer networks wherein digital 
signature of the group of files is verified, and check-values in the signature file are 
compared with the corresponding values computed from the data files (Col. 3 lines 1 1 - 
22). 

11. Claims 10 and 24 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Matsumoto in view of Carro as applied to claim 1 and 19 above, and further 
in view of Zhao (US 2002/0122568 A1). 

Regarding claim 10, the combination of Matsumoto and Carro does not 
explicitly discloses but Zhao from the same or similar fields of endeavor teaches that 
the data processing system as claimed in claim 9, wherein 

the original hash value is represented as a bar code, the bar code being 
arranged in association with the portable data storage medium, and wherein the 
recipient data processing apparatus includes a storage medium reader configured to 
reproduce the electronic file from the portable data storage medium, and a bar code 
reader for reproducing the original hash value from the bar code associated with the 
portable data storage medium, the electronic file representing the document being 
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stored in association with the hash value in a data store (Paragraph 0056: semantic 
digest 207 is a visible bar code wherein semantic digest 207 may include additional 
information; for example, it may be encrypted and semantic digest 207 may include an 
identifier for the user whose public key is required to decrypt semantic digest 207). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention to have bar code reader corresponding to hash value as taught by 
Zhao in the teachings of Matsumoto and Carro for the advantage of providing improved 
techniques for distributing digital representations (Paragraph 0020). 

Regarding claim 24, the combination of Matsumoto and Carro does not 
explicitly discloses but Zhao from the same or similar fields of endeavor teaches the 
recipient data processing apparatus according to claim 19, comprising a data storage 
medium reader configured to reproduce the electronic file from the portable data 
storage medium, and a bar code reader for reproducing the original hash value from the 
bar code associated with the portable data storage medium, the electronic file 
representing the document being stored in association with the .hash value in a data 
store (Paragraph 0056: semantic digest 207 is a visible bar code wherein semantic 
digest 207 may include additional information; for example, it may be encrypted and 
semantic digest 207 may include an identifier for the user whose public key is required 
to decrypt semantic digest 207). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention to have bar code reader corresponding to hash value as taught by 



Application/Control Number: 1 0/553,067 Page 42 

Art Unit: 2438 

Zhao in the teachings of Matsumoto and Carro for the advantage of providing improved 
techniques for distributing digital representations (Paragraph 0020). 

12. Claims 13 and 15 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Matsumoto as applied to claim 12 above in view of Carro (Patent No. US 7, 
117, 367 B2). 

Regarding claim 13, Matsumoto does not explicitly discloses but Carro from the 
same or similar fields of endeavor teaches the document distribution device as claimed 
in claim 12, wherein the data processing apparatus is configured to receive from the 
recipient data processing apparatus, via the communications interface, an original 
[super-hash value] generated by the recipient data processing apparatus from a 
combination of the original hash value communicated by the data processing apparatus 
and a hash value generated by at least one other document distribution device (Col. 10 
lines 41 -46: computing a one-way hash function of each of the files in order to obtain a 
new hash value for each one; and means for comparing the new hash value to an origin 
hash value for each file n of the N files with n being 1 to N in order to authenticate a file 
n); and 

to receive a comparative [super hash value] generated by the recipient data 
processing apparatus from the electronic document received from the document 
distribution device and at least one other electronic document received from the at least 
one other document distribution device (Col. 3 lines 46-61 : authenticating a text 
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document with links to a plurality of files by modifying at least a selected attribute of 
invisible characters on a plurality of inter-word intervals of the text document, this 
method comprising the steps of: a) computing a one-way hash function of each file in 
order to obtain a hash value composed of a subset of hash digits for each one; Col 8 
lines 27-29: computing a one-way hash function of each file of the plurality of files to 
obtain a hash value composed of a subset of hash digits for each file). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention to use a super hash value and a comparative super hash value for 
authenticating document as taught by Carro in the teachings of Matsumoto for the 
advantage of authenticating a text document and the files linked thereto so that the 
integrity of the document and that all linked files could be checked individually, while 
preventing the integrity information from being separated or lost thus destroying the 
integrity of the document and the linked files (Col. 3 lines 46-53). 



Regarding claim 15, Matsumoto does not explicitly discloses but Carro from the 
same or similar fields of endeavor teaches the document distribution device as claimed 
in claim 14, wherein the data processing apparatus is configured to decrypt [the super 
hash value] received from recipient data processing apparatus using a private key 
associated with the recipient data processing apparatus (Col. 3 lines 46-61 : 
authenticating a text document with links to a plurality of files by modifying at least a 
selected attribute of invisible characters on a plurality of inter-word intervals of the text 
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document, this method comprising the steps of: a) computing a one-way hash function 
of each file in order to obtain a hash value composed of a subset of hash digits for each 
one; Col 8 lines 27-29: computing a one-way hash function of each file of the plurality 
of files to obtain a hash value composed of a subset of hash digits for each file). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention to use a super hash value and a comparative super hash value for 
authenticating document as taught by Carro in the teachings of Matsumoto for the 
advantage of authenticating a text document and the files linked thereto so that the 
integrity of the document and that all linked files could be checked individually, while 
preventing the integrity information from being separated or lost thus destroying the 
integrity of the document and the linked files (Col. 3 lines 46-53). 

13. Claims 17 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Matsumoto as applied to claim 12 above in view of Zhao (US 2002/0122568 A1). 

Regarding claim 17, Matsumoto discloses the document distribution device as 
claimed in claim 16, wherein the communications interface includes a recording device 
configured to record the electronic file on a portable data storage medium, a bar code 
generator operable to represent the original hash value as a bar code, and wherein the 
communications interface is configured to associate the bar code with the portable data 
storage medium (Paragraph 0056: semantic digest 207 is a visible bar code wherein 



Application/Control Number: 1 0/553,067 Page 45 

Art Unit: 2438 

semantic digest 207 may include additional information; for example, it may be 
encrypted and semantic digest 207 may include an identifier for the user whose public 
key is required to decrypt semantic digest 207). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention to have bar code reader corresponding to hash value as taught by 
Zhao in the teachings of Matsumoto and Carro for the advantage of providing improved 
techniques for distributing digital representations (Paragraph 0020). 

Conclusion 

14. A reference to specific paragraphs, columns, pages, or figures in a cited prior art 
reference is not limited to preferred embodiments or any specific examples. It is well 
settled that a prior art reference, in its entirety, must be considered for all that it 
expressly teaches and fairly suggests to one having ordinary skill in the art. Stated 
differently, a prior art disclosure reading on a limitation of Applicant's claim cannot be 
ignored on the ground that other embodiments disclosed were instead cited. Therefore, 
the Examiner's citation to a specific portion of a single prior art reference is not intended 
to exclusively dictate, but rather, to demonstrate an exemplary disclosure 
commensurate with the specific limitations being addressed. In re Heck, 699 F.2d 1331 , 
1332-33,216 USPQ 1038, 1039 (Fed. Cir. 1983) (quoting In re Lemelson, 397 F.2d 
1006, 1009, 158 USPQ 275, 277 (CCPA 1968)). In re: Upsher-Smith Labs. v. Pamlab, 
LLC, 412 F.3d 1319, 1323, 75 USPQ2d 1213, 1215 (Fed. Cir. 2005); In re Fritch, 972 
F.2d 1260, 1264, 23 USPQ2d 1780, 1782 (Fed. Cir. 1992); Merck & Co. v. Biocraft 
Labs., Inc., 874 F.2d 804,807, 10 USPQ2d 1843, 1846 (Fed. Cir. 1989); In re 
Fracalossi, 681 F.2d 792,794 n.1 ,215 USPQ 569, 570 n.1 (CCPA 1982); In re Lamberti, 
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545 F.2d 747, 750, 192 USPQ 278,280 (CCPA 1976); In re Bozek, 41 6 F.2d 1 385, 
1390, 163 USPQ 545, 549 (CCPA 1969). 



15. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 . 1 36(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to MAHFUZUR RAHMAN whose telephone number is 
(571)270-7638. The examiner can normally be reached on Monday thru Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Taghi T. Arani can be reached on (571)272-3787. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/M. R./ 

Examiner, Art Unit 2438 

/Taghi T. Arani/ 



Supervisory Patent Examiner, Art Unit 2438 



